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4. What functions can Dragon accomplish as related to a corporate/network security policy?

A. Dragon agents can gather information about network security compromises and automatically produce
corporate/network security policy documents

B. Dragon agents can detect and log security policy deviations

C. Dragon agents can assist with security policy enforcement via Active Responses

D. Dragon can evaluate a corporate/network policy to determine if it is complete and effective

Answer: BC

5. Which of the following best describes the Host Sensor Event Detection Engine (EDE)?
A. Scrutinizes events, either altering the contents of the event or discarding it

B. Generates alerts or guarantees delivery of events to destinations

C. Analyzes events and produces categorized event forensics reports

D. Detects an event and forwards it to the Host Sensor framework for processing
Answer: D

6. Which wulnerability scanner and report format is required for use with the Dragon VCT?
A. MySQL; .msq formatted output

B. Nessis; .nfr formatted output

C. Nessus; .nes formatted output

D. Nessus; .nsr formatted output

E. NMAP; .nmp formatted output

Answer: D

7. Which of the following is NOT a recommended means of winerability response using Dragon?

A. Use the Dragon NMAP PERL scripts to tune the dragon.net file

B. Deploy Dragon Deceptive Senices (Honeypot)

C. Deploy Dragon Vulnerability Correlation Tool

D. Enable SSL and AES on the Network Sensor to DPM communication channel

E. Correlate Dragon forensics reports with wilnerability scanner output, and create new signatures as necessary
Answer: D

8. Which of the following best describes the function of CVE?

A. A database of known attacks that can be loaded into an IDS or similar system

B. A database of numerically cross-referenced IDS ewvents that can help any IDS to correlate detected attacks
C. A dictionary of standardized names for winerabilities and other information security exposures

D. All of the above

Answer: C

9. Which of the following CONSUME event data from the Dragon Ring Buffer?
A. Alarmtool agent

B. Replication agent

C. Connection Manager

D. Consumer Agent

Answer: AB

10. What are three primary common goals of a corporate/network security policy?
A. Authentication, Authorization and Accounting (AAA)

B. Security, Productivity and Adaptability (SPA)

C. Confidentiality, Integrity and Availability (CIA)

D. Authentication, Encryption and Compression (AEC)

Answer: C
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