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EC0-479 exam questions accompanied by exhibits

Verified Answers Researched by Industry Experts and almost 100% correct

EC0-479 exam questions updated on regular basis

Same type as the certification exams, EC0-479 exam preparation is in multiple-choice questions (MCQs).

Tested by multiple times before publishing

Try free EC0-479 exam demo before you decide to buy it in Test-Inside.com.

Note:This pdf demo do not include the question's picture. 

  

  

Exam : EC-Council EC0-479

Title : EC-Council Certified Security Analyst (ECSA)

1. You are carrying out the last round of testing for your new website before it goes live. The website has many 

dynamic pages and connects to a SQL backend that accesses your product inventory in a database. You come 

across a web security site that recommends inputting the following code into a search field on web pages to check for 

vulnerabilities:

<script>alert("This is a test.")</script>

When you type this and click on search, you receive a pop-up window that says:

"This is a test."

What is the result of this test?

A. Your website is vulnerable to CSS

B. Your website is not vulnerable

C. Your website is vulnerable to SQL injection

D. Your website is vulnerable to web bugs

Answer: A

2. Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack into his 

former company's network. Since Simon remembers some of the server names, he attempts to run the axfr and ixfr 

commands using DIG. What is Simon trying to accomplish here?

A. Send DOS commands to crash the DNS servers

B. Perform DNS poisoning

C. Perform a zone transfer

D. Enumerate all the users in the domain

Answer: C

3. Click on the Exhibit Button

To test your website for vulnerabilities, you type in a quotation mark (? for the username field. After you click Ok, you 

receive the following error message window:

What can you infer from this error window?

A. SQL injection is possible

B. SQL injection is not possible

C. The quotation mark (? is a valid username

D. The user for line 3306 in the SQL database has a weak password

Answer: A

4. An "idle" system is also referred to as what?

A. PC not connected to the Internet

B. Zombie

C. PC not being used

D. Bot

Answer: B

  

  

  

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

    

 

 

 

 

 

 

 

 

 

 

 

 

      

 

 

 

 

 

  

  

 

 

 

 

 

 

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

  

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

  

     

 

    

 

 

 

 

  

   

 

 

 

 

 

 

  

    

 

 

    

    

    

 

  

  

 

  

 

 

 

 

 

 

  

  

 

    

    

 

 

    

        

        

   

   

                            



          

              

          

     

     

    

  

 

       

       

     

   

 

     

     

           

   

 

 

 

 

   

   

       

 

         

       

 

  

   

        

       

   

          

    

     

 

 

   

   

 

   

     

 

     

 

  

  

       

     

  

  

 

 

 

   

 

 

 

 

 

 

 

   

 

  

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

5. Michael works for Kimball Construction Company as senior security analyst. As part of yearly security audit, 

Michael scans his network for vulnerabilities. Using Nmap, Michael conducts XMAS scan and most of the ports 

scanned do not give a response. In what state are these ports?

A. Closed

B. Open

C. Stealth

D. Filtered

Answer: B

6. Larry is an IT consultant who works for corporations and government agencies. Larry plans on shutting down the 

city's network using BGP devices and ombies? What type of Penetration Testing is Larry planning to carry out?

A. Router Penetration Testing

B. DoS Penetration Testing

C. Firewall Penetration Testing

D. Internal Penetration Testing

Answer: B

7. What will the following command produce on a website login page?

SELECT email, passwd, login_id, full_name

FROM members

WHERE email = 'someone@somehwere.com'; DROP TABLE members; --' 

A. Deletes the entire members table

B. Inserts the Error! Reference source not found. email address into the members table

C. Retrieves the password for the first user in the members table

D. This command will not produce anything since the syntax is incorrect

Answer: A

8. When you are running a vulnerability scan on a network and the IDS cuts off your connection, what type of IDS is 

being used?

A. Passive IDS

B. Active IDS

C. Progressive IDS

D. NIPS

Answer: B

9. What is the following command trying to accomplish? C:> nmap -sU -p445 192.168.0.0/24 

A. Verify that UDP port 445 is open for the 192.168.0.0 network

B. Verify that TCP port 445 is open for the 192.168.0.0 network

C. Verify that NETBIOS is running for the 192.168.0.0 network

D. Verify that UDP port 445 is closed for the 192.168.0.0 network

Answer: A

10. Kimberly is studying to be an IT security analyst at a vocational school in her town. The school offers many 

different programming as well as networking languages. What networking protocol language should she learn that 

routers utilize?

A. ATM

B. UDP

C. BPG

D. OSPF

Answer: D

11. Jessica works as systems administrator for a large electronics firm. She wants to scan her network quickly to 

detect live hosts by using ICMP ECHO Requests. What type of scan is Jessica going to perform?

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

  

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

  

     

 

    

 

 

 

 

  

   

 

 

 

 

 

 

  

    

 

 

    

    

    

 

  

  

 

  

 

 

 

 

 

 

  

  

 

    

    

 

 

    

        

        

   

   

                            




